Let IF p be the finite field with p elements, and let F (X) ∈ IF p [X] be a square-free polynomial. We show that in the ring R = IF p [X]/F (X), the inverses of polynomials of small height are uniformly distributed. We also show that for any set L ⊂ R of very small cardinality, for almost all G ∈ R the set of inverses {(G + f ) −1 | f ∈ L} are uniformly distributed. These questions are motivated by applications to the NTRU cryptosystem.
Introduction
Let p ≥ 3 be a prime number, and let IF p be the finite field with p elements, which we represent by the set {0, ±1, . . . , ±(p − 1)/2}. Let F (X) ∈ IF p [X] be a fixed square-free polynomial of degree n.
Denote by R the polynomial ring IF p [X]/F (X). For any integer h in the range 0 ≤ h ≤ (p − 1)/2, let R(h) be the subset of R consisting of polynomials of the form f (X) = f 0 + f 1 X + . . . + f n−1 X n−1 , |f ν | ≤ h, ν = 0, . . . , n − 1.
For a given set L ⊆ R and a polynomial G ∈ R, we denote by L G the set of "shifted" polynomials {G + f | f ∈ L}.
For an arbitrary set S ⊂ R, we denote by S * the subset of invertible polynomials in S. In particular, R * , R(h) * and L * G denotes the set of invertible polynomials in R, R(h) and L G , respectively.
For a polynomial f ∈ R * , we denote by f * its inverse in the ring R, that is, f * is the unique polynomial of degree at most n−1 such that f (X)f * (X) ≡ 1 (mod F (X)).
Recall that the cardinality of R * is given by an analogue of the Euler function
where n 1 , . . . , n r are the degrees of the r ≥ 1 irreducible divisors of F (X). In the special case F (X) = X n −1, more explicit expressions for n j , j = 1, . . . , r (hence also for |R * |) are given in [6] ; see also Section 6.5 of [1] and Section 7.5 of [5] .
In this paper, we show that the inverses of polynomials in R(h) * are uniformly distributed provided that h ≥ p 1/2+ε . We also show that for almost all G ∈ R, the inverses of polynomials in L * G are uniformly distributed, even for sets L of very small cardinality. These questions are motivated by applications to the recently discovered NTRU cryptosystem [2] , whose public keys are related to inverses of polynomials from certain very special sets. In particular, it is important to show that these inverses look and behave like "random" polynomials from R, since the message concealing properties of NTRU rely on this assumption. Unfortunately, the sets of polynomials involved in NTRU seem to be too "thin" to be covered by the techniques presented here. Nevertheless, we hope that our results may give some insight into this problem. Moreover, the original scheme of NTRU can easily be modified to work with sets of polynomials for which our results do apply in a direct way. We remark that the aforementioned property of NTRU polynomials has never been doubted in practice, but obtaining rigorous theoretical results remains a very challenging problem.
Our main tools are bounds of character sums in the ring R. We reduce the problem of estimating these sums to bounds for Kloosterman sums [3] and for more general sums with rational functions over finite fields [4] .
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Character Sums
Let F (X) = F 1 (X) . . . F r (X) be the complete factorization of F (X) into irreducible factors. Since F (X) is square-free, all of these factors are pairwise distinct.
Recall that IF
. . , r, we fix a root α j of F j (X), and denote
where
For each F j , there are at most (2h + 1) n−1 polynomials f ∈ R which are divisible by F j (indeed, given the n − 1 highest coefficients of f , the constant term is uniquely determined since F j |f ). Consequently, we obtain that
We also denote by A the direct product of fields
Then we have natural isomorphisms
given by the map that sends f ∈ R to a f = (f (α 1 ), . . . , f (α r )) ∈ A. In particular, the relation (1) follows immediately from (4).
Given a vector a = (a 1 , . . . , a r ) ∈ A, we define the character χ a of R by
where e(z) = exp(2πiz/p).
It is easy to see that {χ a | a ∈ A} is the complete group of additive characters of R. In particular, for any polynomial f ∈ R, we have
Our main results rely on upper bounds for the character sums
To estimate these sums we need the identity (see Exercise 11.a in Chapter 3 of [7] )
which holds for any integer u, and the inequality (see Exercise 11.b in Chapter 3 of [7] )
which holds for any integer h in the range 0 ≤ h ≤ (p − 1)/2.
We also need the following simple statement.
Lemma 1 For any vector
for all polynomials
Proof. Because the trace is a linear mapping, the identity of the theorem is equivalent to the system of equations Now we are prepared to bound the sums S a (h) and W a (L). a = (a 1 , . . . , a r ) ∈ A and let J ⊆ {1, . . . , r} be the set of j with a j = 0. Then for any integer h, 0 ≤ h ≤ (p − 1)/2 the bound
Lemma 2 Let
holds.
Proof. From the identity (6) we derive 
From the isomorphism (4) it follows that as f runs over the set R * , the vector (f (α 1 ) , . . . , f (α r )) runs over IK *
e Tr j a j x
Sums with j ∈ J we estimate trivially as p n j , and for sums with j ∈ J we use the Kloosterman bound (see Theorem 5.45 of [3] )
Applying the inequality (7), we obtain the desired result.
Lemma 3 Let a = (a 1 , . . . , a r ) ∈ A and let J ⊆ {1, . . . , r} be the set of j with a j = 0. Then the bound
Proof. From the Cauchy inequality we derive
where Σ * means that the sum is taken over all polynomials G ∈ R for which both G + f 1 and G + f 2 are invertible. From the isomorphism (4) it follows that as G runs over this set, the vector (G (α 1 ) , . . . , G (α r )) runs over the set A f 1 ,f 2 of elements (x 1 , . . . , x r ) in IK 1 × . . . × IK r such that x j = −f 1 (α j ) and x j = −f 2 (α j ), j = 1, . . . , r. Again, we remark that f * (α j ) = (f (α j )) −1 , j = 1, . . . , r, for any f ∈ R * . Thus we obtain
.
For j ∈ J , we bound the inner sum trivially by p n j . Let J f 1 ,f 2 ⊆ J be the set of j ∈ J for which f 1 (α j ) = f 2 (α j ). For j ∈ J \J f 1 ,f 2 , we can again bound the inner sum by p n j . Thus we have the estimate
For sums with j ∈ J f 1 ,f 2 we use the Weil bound (in the form given in [4] ) which yields
Now let T (m) be the number of pairs (
Collecting together the previous estimates, we obtain
It is obvious that for any pair (
Thus for each f 1 ∈ L there are at most p n−m polynomials f 2 ∈ L satisfying (8). Hence T (m) ≤ p n−m |L|. Using this inequality for p m ≥ p n |L| −1 and the trivial estimate T (m) ≤ |L| 2 otherwise, we see that
Taking into account that the first term never dominates, we obtain the desired result.
Clearly, for special sets L that admit stronger bounds for T (m), one can obtain better results. For example, let us denote by R k the set of p k polynomials f ∈ R of degree deg f < k.
Lemma 4 Let a = (a 1 , . . . , a r ) ∈ A and let J ⊆ {1, . . . , r} be the set of j with a j = 0. Then the bound
Proof. It is obvious that if m < k then for each f 1 ∈ R k there are at most p k−m polynomials f 2 ∈ R k , f 1 = f 2 , that satisfy (8). Hence T (m) ≤ p 2k−m , and as in the proof of Lemma 3, we derive
The result follows.
It is easy to see that 
where U is the number of pairs ϕ, ψ ∈ R with deg ϕ, deg ψ ≤ d − 1 (that is, ϕ, ψ ∈ R d ) and such that ϕ (α j ) = ψ (α j ) for all j ∈ J . Since this condition is equivalent to the polynomial congruence ϕ(X) ≡ ψ(X) (mod j∈J F j (X)),
we derive that
Hence, in either case
and we derive the inequality
to approach a more general class of polynomials, including the polynomial F (X) = X n − 1.
Finally, it would be of interest to study residue rings modulo arbitrary polynomials F (X) that are not necessarily square-free.
